2017 5t
APT28

VenusEye

L.||

APT28

H )
PostScript
PostScript
£

Office

APT28
10
A . Sednit’
a
LI 2
2
L g

& =5
L =
6 Ue m Office Oday DZ nat
' Sofacyv g DZ
o APT ’ Office Oday
APT28 DZ

M Trumpy s_Attack_on_SyriaEnglish.docx( P

l_||

DZ Xam Word z ' m
DZ Microsoft Office 2010 =
£ FLTLDR.EXE 0 DA% Y

Y CVE-2017-0263 £ D2
shellcode ~ DZ

f*-k-k*-k-k-k***********************0

word

268,950




Xa DZ € forall M v
) PostScript = '

|}
=
X
= v

% -/ U " Word zwn PostScript = Y XOR

o A 0xc45d6491v DZ o exec * DZ

2 ]] .

2 ]] n -«

{ /Helvetica findfont scalefont setfont globaldict begin /A13 def /A12 R13 idiv 1 add def /A8 ( /A54 exch def /A26 exch def /A37 A26
Saag S S ARSETE L E N Rl ARSI A AN, e 2T 0T A AL 38 S T TSP AR LT LIe ST SALL G S TERES T LATA . ATLT R wLL And Ui e

ey Sk

a) 0x90000 " h I 0x100
500 DZ

=



b) ' noooy 0x90000 o K

3.
a) PostScript * L g DZ ' DZ
L XL [ DZ
. 142" % 12 addDZ 1 2 Lo add L
€ Hb ‘ L Dz
L + [ n.
struct Stack {

dword pStackBase;//L
dword dwCount; //L n H

T O £
I 3152

. BRADArO0

Lk Ho a b PostScript o 0x10 ' I n.



struct PostScript object {

H
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